
Bridging Hardware and Software
Verification Witnesses

Dirk Beyer, Po-Chun Chien, and Nian-Ze Lee
LMU Munich, Germany

VeWit 2023-07-17

Nian-Ze Lee LMU Munich, Germany 1 / 14

https://www.sosy-lab.org/people/beyer/
https://www.sosy-lab.org/people/chien/
https://www.sosy-lab.org/people/lee/
https://www.lmu.de/en/index.html
https://www.sosy-lab.org/


Closing the Gap between HW and SW Analysis

State-Transition System

Sequential Circuit Imperative Program

Hardware Reachability Software Reachability

SAT/SMT Solving [8], Craig Interpolation [14], Abstraction Refinement [13], . . .

Aiger [7]

Btor2 [23]

Verilog [1]

. . .

C [19]

LLVM-IR [20]

. . .

ABC [10]

AVR [16]

nuXmv [11]

. . .

CPAchecker [5]

Symbiotic [12]

Ultimate [18]

SeaHorn [17]

. . .

Hardware Software

encode encode

verify verify

underpin underpin

applicable? applicable?

Gap

▶ Information exchange and explainability via Witnesses

Nian-Ze Lee LMU Munich, Germany 2 / 14

http://fmv.jku.at/aiger/
https://github.com/Boolector/btor2tools
https://doi.org/10.1109/IEEESTD.2006.99495
https://www.iso.org/standard/74528.html
https://llvm.org/
https://github.com/berkeley-abc/abc
https://github.com/aman-goel/avr
https://nuxmv.fbk.eu/
https://cpachecker.sosy-lab.org/
https://github.com/staticafi/symbiotic
https://www.ultimate-pa.org/?ui=tool&tool=automizer
https://seahorn.github.io/


Closing the Gap between HW and SW Analysis

State-Transition System

Sequential Circuit Imperative Program

Hardware Reachability Software Reachability

SAT/SMT Solving [8], Craig Interpolation [14], Abstraction Refinement [13], . . .

Aiger [7]

Btor2 [23]

Verilog [1]

. . .

C [19]

LLVM-IR [20]

. . .

ABC [10]

AVR [16]

nuXmv [11]

. . .

CPAchecker [5]

Symbiotic [12]

Ultimate [18]

SeaHorn [17]

. . .

Hardware Software

encode encode

verify verify

underpin underpin

applicable? applicable?

Gap

▶ Information exchange and explainability via Witnesses
Nian-Ze Lee LMU Munich, Germany 2 / 14

http://fmv.jku.at/aiger/
https://github.com/Boolector/btor2tools
https://doi.org/10.1109/IEEESTD.2006.99495
https://www.iso.org/standard/74528.html
https://llvm.org/
https://github.com/berkeley-abc/abc
https://github.com/aman-goel/avr
https://nuxmv.fbk.eu/
https://cpachecker.sosy-lab.org/
https://github.com/staticafi/symbiotic
https://www.ultimate-pa.org/?ui=tool&tool=automizer
https://seahorn.github.io/


Outline

1. The Btor2 Language and Btor2C

2. Translating Software Witnesses to Btor2

3. Discussion

Nian-Ze Lee LMU Munich, Germany 3 / 14



The Btor2 Language

1 sort bitvec 3

2 zero 1

3 state 1

4 init 1 3 2

5 input 1

6 add 1 3 5

7 one 1

8 sub 1 6 7

9 next 1 3 8

10 ones 1

11 sort bitvec 1

12 eq 11 3 10

13 bad 12

add_6

state_3
(init=0b000)

eq_12

input_5

bad_13

ones_10
(0b111)

sub_8

one_7
(0b001)

next_9
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Btor2 Violation Witness
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▶ A violation witness can be simulated by BtorSim
▶ No format for correctness witnesses in Btor2 [23]

Nian-Ze Lee LMU Munich, Germany 5 / 14



Btor2C: Translator from Btor2 to C [3]

Btor2 [23]

Btor2C

C [19] SW Analyzer

CPAchecker [5]Esbmc [15] FuSeBMC [2]

Btor2AIGER [23]

AIGER [7]

Yosys [24]

Verilog [1]

Bit-Level HW Analyzer

Word-Level HW Analyzer

ABC [10]

AVR [16]

▶ Btor2 circuits translated to C programs1

▶ HW/SW tools compared on same tasks (and translations)

1Available in sv-benchmarks: hardware-verification-{bv,array}
Nian-Ze Lee LMU Munich, Germany 6 / 14
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Translating Btor2 to C

1 sort bitvec 3

2 zero 1

3 state 1

4 init 1 3 2

5 input 1

6 add 1 3 5

7 one 1

8 sub 1 6 7

9 next 1 3 8

10 ones 1

11 sort bitvec 1

12 eq 11 3 10

13 bad 12

1 void main() {
2 typedef unsigned char SORT_1;
3 typedef unsigned char SORT_11;
4 const SORT_1 var_2 = 0b000;
5 const SORT_1 var_7 = 0b001;
6 const SORT_1 var_10 = 0b111;
7 SORT_1 state_3 = var_2;
8 for (;;) {
9 SORT_1 input_5 = nondet_uchar();

10 input_5 = input_5 & 0b111;
11 SORT_11 var_12 = state_3 == var_10;
12 SORT_11 bad_13 = var_12;
13 if (bad_13) { ERROR: abort(); }
14 SORT_1 var_6 = state_3 + input_5;
15 var_6 = var_6 & 0b111;
16 SORT_1 var_8 = var_6 − var_7;
17 var_8 = var_8 & 0b111;
18 state_3 = var_8;
19 }
20 }
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Motivation

▶ Correctness guarantee of Btor2C?
▶ Btor2 circuit vs. Translated C program

▶ Information exchange from SW tools to HW designers?
▶ Validating software witnesses for translated C programs?

Translating software witnesses to Btor2 witnesses!
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Violation Witnesses

Btor2 Circuit Btor2C [3] Translated C Program Software Verifier False

Software WitnessInput ExtractionBtor2 WitnessBtorSim

True / False / Unknown

▶ Extract input assignments (and state initializations)
▶ Write a Btor2 violation witness
▶ Simulate the circuit with BtorSim [23]

▶ Execution-based validation [4]

Nian-Ze Lee LMU Munich, Germany 9 / 14
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Correctness Witnesses

Btor2 Circuit Btor2C [3] Translated C Program Software Verifier True

Software WitnessInvariant InstrumentationInstrumented Circuit

Circuit Invariants

Hardware Verifier

True / False / Unknown

▶ Btor2 has no format for correctness witnesses!
▶ Validation via verification [6]
▶ Use hardware verifiers to validate software invariants

Nian-Ze Lee LMU Munich, Germany 10 / 14
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What Invariants Should We Accept?
▶ Hardware model checking

▶ I(s): initial states
▶ T (s, s′): transition relation
▶ P (s): safety property

▶ Goal: R(s) ⇒ P (s)
▶ Invariants: R(s) ⇒ Inv(s)

▶ Accept trivial invariants (e.g., ⊤): re-verification
▶ Safe invariants: (R(s) ⇒ Inv(s)) ∧ (Inv(s) ⇒ P (s))

▶ Reject trivial invariants
▶ Invariants related to property: re-establish proofs

▶ Safe and inductive invariants
▶ Pure SAT solving (do not need model checkers)
▶ Most mature HW algorithms: IMC [21], PDR [9], etc.

The reason Btor2 has no format for correctness witnesses?
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Preliminary Results on Correctness Witnesses

▶ Internship project of Zsófia Ádám from Budapest
University of Technology and Economics

▶ Implemented method R(s) ⇒ Inv(s)
▶ Evaluated CPAchecker (tried UAutomizer and 2ls)
▶ Statistics

▶ 867 safe hardware-verification programs (bit-vectors only)
▶ 165 proved by predicate abstraction in CPAchecker
▶ 114 out of 165 have no invariants in witnesses
▶ 51 nontrivial invariants: 50 confirmed by AVR

▶ Working on stricter checks
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Reflections on Witness Formats for Programs

▶ Violation witnesses: test cases
▶ In Btor2, a violation witness is a test pattern

▶ Correctness witnesses: invariants
▶ McMillan, CAV 2006 [22] (Impact): “An inductive

invariant of a program is a map I, such that I(li) = ⊤
and for every action (l, T, m), I(l) ∧ T ⇒ I(m). A safety
invariant of a program is an inductive invariant such that
I(lf ) = ⊥. Existence of a safety invariant of a program
implies that the program is safe.”

▶ Require inductiveness: simplify validation!
▶ Automata might be too expressive for witnesses

▶ Violation: test case
▶ Correctness: mapping from locations to invariants
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Conclusion

▶ Witnesses exchange information between HW/SW

▶ Certifying Btor2C by witness validation
▶ Violation: input extraction + simulation
▶ Correctness: invariant instrumentation + verification

▶ Strictness of correctness-witness validation
▶ Invariant: may re-verify tasks
▶ Safe invariants: can re-establish proofs
▶ Safe and inductive invariants: simplify validation

▶ Reflections on the format
▶ Violation: test case
▶ Correctness: annotation (line 7→ invariant)
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