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1University of Stuttgart
2University of Freiburg

3LMU Munich

2025-04-02 Frauenchiemsee
2nd Workshop on Verification Witnesses and Their Validation (VeWit 2025)



program

specification

annotation

deductive
verification

tool

✓✓✓true

×××false

Characteristics

▶ User has to provide annotation

▶ Focus on rigor and reliability

Examples

▶ Dafny, Frama-C, KeY, VCC, VeriFast, Why3 (LIV, Ultimate Referee)



Idea

Use witnesses produced by verifiers as input for
deductive verification tools.1

▶ Motivation1:
Help users of deductive verification tools

▶ Motivation2:
Increase confidence in verification outcomes

1Dirk Beyer, Martin Spiessl, and Sven Umbricht. “Cooperation Between Automatic
and Interactive Software Verifiers”. In: Software Engineering and Formal Methods -
20th International Conference, SEFM 2022, Berlin, Germany, September 26-30, 2022,
Proceedings. Ed. by Bernd-Holger Schlingloff and Ming Chai. Vol. 13550. Lecture
Notes in Computer Science. Springer, 2022, pp. 111–128. doi:
10.1007/978-3-031-17108-6\_7. url:
https://doi.org/10.1007/978-3-031-17108-6\_7.

https://doi.org/10.1007/978-3-031-17108-6\_7
https://doi.org/10.1007/978-3-031-17108-6\_7


Deductive Verification

1 int myFunc () {
2 int p = 42;
3 int n = __VERIFIER_nondet_int ();
4 //@ loop invariant p==0 || n!=-1;
5 while (n >= 0) {
6 assert (p == 0);
7 if (n == 0) {
8 p = 0;
9 }

10 n--;
11 }
12 return 0;
13 }

Implementation of LIV

1 int p = 42;
2 int n = __VERIFIER_nondet_int ();
3 assert( p==0 || n!=-1 );

1 assume( p == 0 || n != -1);
2 assume( n >= 0 );
3 if (n == 0) {
4 p = 0;
5 }
6 n--;
7 assert( p==0 || n!=-1 );

1 assume( p == 0 || n != -1);
2 assume( n >= 0 );
3 assert( p != 0 );



Deductive Verification

1 int myFunc () {
2 int p = 42;
3 int n = __VERIFIER_nondet_int ();
4 //@ loop invariant p==0 || n!=-1;
5 while (n >= 0) {
6 assert (p != 0);
7 if (n == 0) {
8 p = 0;
9 }

10 n--;
11 }
12 return 0;
13 }

Check Hoare triples

{ true } p != 0 { p ̸= 0 ∨ n = −1 }
. . .

Implementation of Ultimate
Referee
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Challenges

▶ Inductiveness

▶ Difficult Verification Problems

▶ Function Contracts

▶ Gotos

▶ Undefined Behavior

▶ Expressiveness of Expressions
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Need for Function Contracts - Example 1

1 extern unsigned int __VERIFIER_nondet_uint(void);
2

3 unsigned int x;
4

5 void f() {
6 x++;
7 }
8

9 int main() {
10 unsigned int y = __VERIFIER_nondet_uint ();
11 x = y;
12 f();
13 assert(y == x - 1U);
14

15 return 0;
16 }



Need for Function Contracts - Example 1

1 extern unsigned int __VERIFIER_nondet_uint(void);
2

3 unsigned int x;
4

5 //@ ensures x == old(x) + 1;
6 void f() {
7 x++;
8 }
9

10 int main() {
11 unsigned int y = __VERIFIER_nondet_uint ();
12 x = y;
13 f();
14 assert(y == x - 1U);
15

16 return 0;
17 }



Need for Function Contracts - Example 2

1 int f(unsigned int x) {
2 return x+1;
3 }
4

5 int main() {
6 assert(f(0U) == 1U);
7 return 0;
8 }



Need for Function Contracts - Example 2

1 //@ ensures \result == x + 1;
2 int f(unsigned int x) {
3 return x+1;
4 }
5

6 int main() {
7 assert(f(0U) == 1U);
8 return 0;
9 }



Our Proposed Extension of the Witness Format



Our Proposed Extension of the Witness Format

Matthias Heizmann et al. “Correctness Witnesses with Function
Contracts”. In: CoRR abs/2501.12313 (2025). doi:
10.48550/ARXIV.2501.12313. arXiv: 2501.12313. url:
https://doi.org/10.48550/arXiv.2501.12313

https://doi.org/10.48550/ARXIV.2501.12313
https://arxiv.org/abs/2501.12313
https://doi.org/10.48550/arXiv.2501.12313
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Gotos are Tricky

1 #include <stdio.h>
2

3 int main(int argc , char** argv)
4 {
5 if (argc == 1) {
6 int a = 2;
7 goto LABEL1;
8 LABEL2:
9 assert(a == 2);

10 printf("%d\n", a);
11 return 0;
12 }
13

14 LABEL1:
15 goto LABEL2;
16 }
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Undefined Behavior

▶ Evaluation of invariants undefined

▶ Semantics for evaluation code snippets
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