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Motivation

Property Correctness Violation
version 1.0 version 2.0 version 1.0 version 2.0

Reachability v v v v
Memory Safety v
Concurrency Safety v
No Data Races v
No Overflows v v v 4
Termination Q v
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Choosing a Concept for the Standard

When choosing a formalism for the certificates, we have to consider:

1. Generality: The formalism needs to be general enough, so that it is easy for
the existing approaches to output it.

2. Validation: When given a certificate for the verified program, there is an
efficient procedure to validate the certificate.
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Generality
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Existing Approaches

Based on the termination arguments, we divide the existing approaches:

» Ranking Functions: UAutomizer, 2Is, CPAchecker, etc.

= Reduction to Safety: Proton, Symbiotic, CBMC, CPAchecker, etc.

= Transition Invariants: Terminator
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Transition Invariants

We represent program as P = (X, S, R, Init), where

X set of variables with finite domains,

S set of states,

R transition formula,

Init initial states formula.
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Transition Invariants

Let P=(X,S,R,Init) be a program.

= Formula T(s,s’) is a transition invariant of P if R* < T.

» Formula T is well-founded if there is no infinite sequence sp,s1,5,...€ S,
such that V1< T(Sj_l,Sj).
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Other Termination Arguments

Ranking Function:
The function p: S — N is called a ranking function for R if

Vs,s'€ S:R(s,s') = p(s) > p(s)
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Other Termination Arguments

Ranking Function:
The function p: S — N is called a ranking function for R if

Vs,s'€ S:R(s,s') = p(s) > p(s)

Reduction to Safety:
A formula / for program P = (X, S, R, Init) with the set of all reachable states Z is

= I-step invariant: all states s € # satisfy (3s' € Z: R*(s',s)) = I(s)

= safe: I(s) = ¢(s)

Transition Invariants as Building Blocks for Termination Witnesses 7/19



Why Transition Invariants ?

A program P is terminating iff there exists well-founded transition invariant. [1]
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Ranking function — Transition invariant [1] (6(s) > 6(s’))
Ranking function # Transition invariant [2]
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Why Transition Invariants ?

A program P is terminating iff there exists well-founded transition invariant. [1]
Ranking function — Transition invariant [1] (6(s) > 6(s’))
Ranking function # Transition invariant [2]

(Reduction to safety) Invariant of a transformed program — Transition invariant
(To be shown)
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Reduction of Termination to Safety via Transformation

I R )

® o=

int main (veid) |
int saved = 0; int pc = Z;
unsigned int =1, v1, pcl;
unsigned int x = nondet(); pc = 3;
unsigned int v = 42; pc = 4;
xl = x; vyl = y; pcl = po;
while (x > 0) { pc = 5;
assert (saved == |l {x1 !'= x || ¥1 !'= vy || pcl 1= pc));
if (nondet () && saved == 0) {
saved = 1; pcl = po; x1 = x; vyl = v;

}
x =x - 1; pe = 4;
}
xl = x; vyl = y; pel = pc;

while (x != y) { pc = 8;
assert (saved == |l (21 '= = || w1 !'= vy || pcl 1= pe));
if (nondet () && saved == 0) {

saved = 1; pecl = pe; x1 = x; vl = v;

®x=x+ 1; pc = 9;
y =y - 1; pc =7,
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Getting Transition Invariants

Theorem
Let P=(X,S, Init,R) be a program and P' = (X', S/, Init',R") be the instrumented
program. A predicate
I(s*)=T(s"(x3),--»5"(x3),5" (x0),-..,5"(xn)) with s*€ S’
is a safe 1-step invariant of P’ if and only if
T(s,s')=T(s(x0),---,5(xn),s'(x0),---,5"(xn)) with s,s'€ S

is a transition invariant of P that is well-founded on the reachable states.
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Getting Transition Invariants

Lemma
Let P be a program and P' its instrumented version. If I(xg,..., X}, X0, ..., Xn, Saved)

is a safe 1-step invariant of P', then I(xg,...,X}, X0, --.,Xn, 1) is too.
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Example of Transition Invariant produced by UAutomizer

1 int main() { - entry_type: invariant_set
- _ . metadata:
] :!.nt x = noandet {); content -
a int vy = nondet(); - dinvariant:
4 type: transition_loep_invariamt
i location:
5 while (x > 0O
( b line: &
G ¥ = 0; column: 3
H while (v < =) | value: |
a = + 1: "(y == 1 &k x <= 0) ||
¥ ¥ ' (x < “\prev(x))"
2 } format: c_expression
10 ®x = x - 1; - imvariant:
11 } type: _1:.ransitiun_loop_in\rariant
location:
1z } lina: 7

column: &
value: |
"{x <= \prev(x) k&
“previy) + 1 <= y) ||
(x + 1 <= \prev(x) &k 1 <= x)"
format: c_expression
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Validation
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How to Validate?

= It is not straight forward, how to check the well-foundedness and the
condition of transition invariant without reverification.

= However, we can reuse validation of safety of 1-step invariants.
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How to Validate?

= It is not straight forward, how to check the well-foundedness and the
condition of transition invariant without reverification.

= However, we can reuse validation of safety of 1-step invariants.

We choose:
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The Validation Question

1-step safe invariant of a transformed program «— Transition invariant (Implied by
main theorem)
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Validation

Algorithm 1 Validation workflow

Input: a program P, a termination witness W, a set of reachability validators 1V
Output: true if the witness was validated. false if the witness was not validated
P' « transform_to_reach(P);
P" + transform_one_step( ')
W'+ adjust_variables_and_lines(" W):
for V £ V do

if V.validates(W’. ) then

return true:

return false:

o

=1 & N e
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Evaluation

Table 2: Amount of witness

s validated by the different tools when generated by

the given verifier, additionally, the amount of witnesses validated by only one tool

Verifier Verified | Validator Validated Unique
- CPACHECKER 36 3
CPACHECKER 8 -
UAUTOMIZER 37 4
CPACHECKER Tl 2
GoBLINT 127 -
UAUTOMIZER R6 17
UA 265 CPACHECKER 123 1
T AUTOMIZER it}
UAUTOMIZER 182 60
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Future Work

= Extending to infinite state spaces (well-foundedness characterization)
= Native validator rather than using MetaVal approach

= Consider extending also witness format for other properties with transition

invariants

Transition Invariants as Building Blocks for Termination Witnesses 18/19



Conslusion

= We propose a witness format extension with transition invariants that are:
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Conslusion

= We propose a witness format extension with transition invariants that are:

= General: Other termination arguments can be expressed as transition
invariants,

= Validatable: We show a reduction to validation of reachability witnesses
using transformations.
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Conslusion

= We propose a witness format extension with transition invariants that are:

= General: Other termination arguments can be expressed as transition
invariants,

= Validatable: We show a reduction to validation of reachability witnesses
using transformations.

= We implemented a prototype validator using MetaVal approach and valiated
70% of the witnesses.
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