
VeWit 2025

Violation Witnesses for Weak Memory Software

Levente Bajczi,
Marian Lingsch-Rosenfeld

April 2, 2025

Critical Systems
Research Group



Memory-Model-Aware Verification

Program

x ∶= 0,y ∶= 0
x ∶= 1 𝑖 ∶= y
y ∶= 1 𝑗 ∶= x

¬(𝑖 = 1 ∧ 𝑗 = 0)

po

Instruction
order

co
Memory update
order (W -> W)

rf
Dataflow
(W -> R)

∀𝑟x∃𝑤x ∶ 𝑤x
rf

−→ 𝑟x
∀𝑤x

1, 𝑤x
2 ∶ 𝑤x

1
co
−→ 𝑤x

2 ∨ 𝑤x
2

co
−→ 𝑤x

1

…

Memory model (example)

? ?
po

W W
co

W R
rf

→ ? ?
hb

W R

W

rf

co →
W R

W

hb

Find co and rf for a given po
such that hb is acyclic.

Tools?

Witnesses?

Benchmarks?

Violation Witnesses for Weak Memory Software 1 VeWit 2025



Memory-Model-Aware Verification

Program

x ∶= 0,y ∶= 0
x ∶= 1 𝑖 ∶= y
y ∶= 1 𝑗 ∶= x

¬(𝑖 = 1 ∧ 𝑗 = 0)

po

Instruction
order

co
Memory update
order (W -> W)

rf
Dataflow
(W -> R)

∀𝑟x∃𝑤x ∶ 𝑤x
rf

−→ 𝑟x
∀𝑤x

1, 𝑤x
2 ∶ 𝑤x

1
co
−→ 𝑤x

2 ∨ 𝑤x
2

co
−→ 𝑤x

1

…

Memory model (example)

? ?
po

W W
co

W R
rf

→ ? ?
hb

W R

W

rf

co →
W R

W

hb

Find co and rf for a given po
such that hb is acyclic.

Tools?

Witnesses?

Benchmarks?

Violation Witnesses for Weak Memory Software 1 VeWit 2025



Memory-Model-Aware Verification

Program

x ∶= 0,y ∶= 0
x ∶= 1 𝑖 ∶= y
y ∶= 1 𝑗 ∶= x

¬(𝑖 = 1 ∧ 𝑗 = 0)

po

Instruction
order

co
Memory update
order (W -> W)

rf
Dataflow
(W -> R)

∀𝑟x∃𝑤x ∶ 𝑤x
rf

−→ 𝑟x
∀𝑤x

1, 𝑤x
2 ∶ 𝑤x

1
co
−→ 𝑤x

2 ∨ 𝑤x
2

co
−→ 𝑤x

1

…

Memory model (example)

? ?
po

W W
co

W R
rf

→ ? ?
hb

W R

W

rf

co →
W R

W

hb

Find co and rf for a given po
such that hb is acyclic.

Tools?

Witnesses?

Benchmarks?

Violation Witnesses for Weak Memory Software 1 VeWit 2025



Memory-Model-Aware Verification

Program

x ∶= 0,y ∶= 0
x ∶= 1 𝑖 ∶= y
y ∶= 1 𝑗 ∶= x

¬(𝑖 = 1 ∧ 𝑗 = 0)

po

Instruction
order

co
Memory update
order (W -> W)

rf
Dataflow
(W -> R)

∀𝑟x∃𝑤x ∶ 𝑤x
rf

−→ 𝑟x
∀𝑤x

1, 𝑤x
2 ∶ 𝑤x

1
co
−→ 𝑤x

2 ∨ 𝑤x
2

co
−→ 𝑤x

1

…

Memory model (example)

? ?
po

W W
co

W R
rf

→ ? ?
hb

W R

W

rf

co →
W R

W

hb

Find co and rf for a given po
such that hb is acyclic.

Tools?

Witnesses?

Benchmarks?

Violation Witnesses for Weak Memory Software 1 VeWit 2025



Memory-Model-Aware Verification

Program

x ∶= 0,y ∶= 0
x ∶= 1 𝑖 ∶= y
y ∶= 1 𝑗 ∶= x

¬(𝑖 = 1 ∧ 𝑗 = 0)

po

Instruction
order

co
Memory update
order (W -> W)

rf
Dataflow
(W -> R)

∀𝑟x∃𝑤x ∶ 𝑤x
rf

−→ 𝑟x
∀𝑤x

1, 𝑤x
2 ∶ 𝑤x

1
co
−→ 𝑤x

2 ∨ 𝑤x
2

co
−→ 𝑤x

1

…

Memory model (example)

? ?
po

W W
co

W R
rf

→ ? ?
hb

W R

W

rf

co →
W R

W

hb

Find co and rf for a given po
such that hb is acyclic.

Tools?

Witnesses?

Benchmarks?

Violation Witnesses for Weak Memory Software 1 VeWit 2025



Memory-Model-Aware Verification

Program

x ∶= 0,y ∶= 0
x ∶= 1 𝑖 ∶= y
y ∶= 1 𝑗 ∶= x

¬(𝑖 = 1 ∧ 𝑗 = 0)

po

Instruction
order

co
Memory update
order (W -> W)

rf
Dataflow
(W -> R)

∀𝑟x∃𝑤x ∶ 𝑤x
rf

−→ 𝑟x
∀𝑤x

1, 𝑤x
2 ∶ 𝑤x

1
co
−→ 𝑤x

2 ∨ 𝑤x
2

co
−→ 𝑤x

1

…

Memory model (example)

? ?
po

W W
co

W R
rf

→ ? ?
hb

W R

W

rf

co →
W R

W

hb

Find co and rf for a given po
such that hb is acyclic.

Tools?

Witnesses?

Benchmarks?

Violation Witnesses for Weak Memory Software 1 VeWit 2025



Execution Graph as Counterexample
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+ memory model

Sequential Consistency

All instructions execute in-order

Safe (inconsistent)
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Indep. W->R order is not obeyed

Safe (inconsistent)

Partial Store Order
Indep. W->? order is not obeyed

Unsafe (consistent)
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Memory-Model-Aware Verification Tools

Exhaustive
Enumeration
Generate execution

candidates, check consistency

Herd7

▶ Litmus tests

▶ CAT memory model

Stateless Model
Checking

Generate increasingly larger,
always consistent executions

GenMC, Nidhugg, …
▶ (Subset of) C11

▶ Custom, hardcoded

BMC /
Ordering Consistency

Encode constraints of the
memory model in SMT

Dartagnan, Theta, Deagle

▶ (SV-COMP flavored) C

▶ CAT / Hardcoded

▶ (Almost) no interoperability

▶ Verdicts are not validatable (BMC tools do produce witnesses for SC)
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Witnesses for Violations (Proposal for 2.*)

Thread 0 waypoint type value line column

assume \𝑎𝑡(x, 0) = 0 0 middle
assume \𝑎𝑡(y, 0) = 0 0 end

thread_start 1, 2 1 0

Thread 1

assume \𝑎𝑡(x, 1) = 1 1 end
assume \𝑎𝑡(y, 1) = 1 2 end

Thread 2

assume 𝑖 = \𝑎𝑡(x, 1) 1 end
assume 𝑗 = \𝑎𝑡(y, 0) 2 end
target - 2 end

x ∶= 1

y ∶= 1

𝑖 ∶= y

𝑗 ∶= x

x ∶= 0 y ∶= 0

po rf co

PSO
Indep. W->? order is not obeyed

Unsafe (consistent)

▶ \𝑎𝑡(e, id): Built-in ACSL construct (abused a bit)
▶ [...] referring to the value of the expression e in the state at label id [ACSL 1.20]
▶ Our state labels are integers, and denote ordering of memory events.
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Witnesses for Violations (Proposal for 2.*)
1 _Atomic int x ;
2 void ∗ thr1 ( void ∗ _ ) {
3 x = 1;
4 x = 2;
5 }
6 void ∗ thr2 ( void ∗ _ ) {
7 int a = x ;
8 int b = x ;
9 i f ( a == 2 && b == 1) {

10 reach_error ( ) ;
11 }
12 }
13 int main ( ) {
14 pthread_t t1 , t2 ;
15 p_create ( &t1 , 0 , thr1 , 0) ;
16 p_create ( &t2 , 0 , thr2 , 0) ;
17 }
18

Reads (thr2)

− segment :
− waypoint :

type : "assumption"
action : "follow"
constraint :
value : "a == \at(x, 2)"
format : "acsl_expression"

location : 7:12
thread_id : 2

− segment :
− waypoint :

type : "assumption"
action : "follow"
constraint :
value : "b == \at(x, 1)"
format : "acsl_expression"

location : 8:12
thread_id : 2
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− waypoint :

type : "assumption"
action : "follow"
constraint :
value : "\at(x, 2) == 2"
format : "acsl_expression"

location : 4:8
thread_id : 1

Writes (thr1) Reads (thr2)

− segment :
− waypoint :

type : "assumption"
action : "follow"
constraint :
value : "a == \at(x, 2)"
format : "acsl_expression"

location : 7:12
thread_id : 2

− segment :
− waypoint :

type : "assumption"
action : "follow"
constraint :
value : "b == \at(x, 1)"
format : "acsl_expression"

location : 8:12
thread_id : 2
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Witnesses for Violations (Proposal for 2.*)
1 _Atomic int x ;
2 void ∗ thr1 ( void ∗ _ ) {
3 x = 1;
4 x = 2;
5 }
6 void ∗ thr2 ( void ∗ _ ) {
7 int a = x ;
8 int b = x ;
9 i f ( a == 2 && b == 1) {

10 reach_error ( ) ;
11 }
12 }
13 int main ( ) {
14 pthread_t t1 , t2 ;
15 p_create ( &t1 , 0 , thr1 , 0) ;
16 p_create ( &t2 , 0 , thr2 , 0) ;
17 }
18

− segment :
− waypoint :

type : "assumption"
action : "follow"
constraint :
value : "\at(x, 1) == 1"
format : "acsl_expression"

location : 3:8
thread_id : 1

− segment :
− waypoint :

type : "assumption"
action : "follow"
constraint :
value : "\at(x, 2) == 2"
format : "acsl_expression"

location : 4:8
thread_id : 1

Writes (thr1) Reads (thr2)

− segment :
− waypoint :

type : "assumption"
action : "follow"
constraint :
value : "a == \at(x, 2)"
format : "acsl_expression"

location : 7:12
thread_id : 2

− segment :
− waypoint :

type : "assumption"
action : "follow"
constraint :
value : "b == \at(x, 1)"
format : "acsl_expression"

location : 8:12
thread_id : 2

po poco

rf

rf
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Memory Models

▶ Right now: enumeration (could be .cat file, with semantics)
▶ NO_CONSTRAINT: overapproximation, any exec. candidate is consistent
▶ SC: Sequential Consistency, current SV-COMP “strict” concurrency category

We could also use this for ConcurrencySafety as witness format 2.x!
▶ WSC: Weak Sequential consistency, can be defined with saturation rules
▶ TSO, PSO: defined as relaxations of SC

▶ Future: LKMM? ARM-vX? C11? RC11?
x ∶= 0,y ∶= 0

𝑖 ∶= x 𝑗 ∶= y
𝑖𝑓(𝑖 == 1) 𝑖𝑓(𝑗 == 1)
y ∶= 1 x ∶= 1
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Validators

▶ github.com/herd/herdtools7: Small problems can be validated

▶ Theta: can be used to validate for MCA memory models

▶ Dartagnan: can be used to validate for most memory models (BMC)

▶ CPAchecker: will be usable to validate for hardcoded (MCA) memory
models
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Outlook: Benchmarks

▶ github.com/herd/herdtools7: 4000 tests (mostly for complex models)

▶ SV-Benchmarks Concurrency reachability tasks: 750 tasks (would not
make much sense, but good starting point)

▶ github.com/open-s4c/libvsync: already in sv-benchmarks for concurrency

▶ various academic benchmarks (low number, high complexity,
non-standard)
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